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5.1 Connecting devices: 

PASSIVE HUB 
* A passive hub is just a connector.
* It connects the wires coming from different branches.
* Its location in the Internet model is below the physical layer

REPEATERS 

* Signals that carry information can travel a fixed distance & faces attenuation.
* A repeater receives a weakened signal, regenerates the original bit pattern and sends the
refreshed signal.

Repeater Vs Amplifier
* An amplifier can’t discriminate between the intended signal and noise, it amplifies
equally everything fed into it.
* A repeater doesn’t amplify the signal, it regenerates the signal.

REPEATERS 
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* A repeater is a device that operates only in the physical layer.
* A repeater can extend the physical length of a LAN.
* Repeater doesn’t connect two LANs, & of different protocols, it connects two segments
of same LAN.
* The location of a repeater on a link is vital.
* Repeaters overcome the restriction of 10Base5 Ethernet.

ACTIVE HUBS 

* An active hub is actually a multi-port repeater.
* It is normally used tocreate connections between stations in a physical star topology.
* Hubs can also be used to create multiple levels of hierarchy.
* The hierarchical use of hubs removes the length limitation of 10Base-T.

BRIDGES 
* A Bridge operates in both the Physical and the Data link layer.
* As a Physical layer device, it regenerates the signal it receives.
* As a data link layer device, the bridge can check the physical addresses contained in the
frame.
* Compared to the repeaters, a BRIDGE has a filtering capability – forwarding &
dropping of frames.
* If the frame is to be forwarded, the port must be specified.
* A bridge has a table used in filtering decisions.
* A bridge doesn’t change the physical addresses contained in the frame.
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BRIDGES - Filtering 

Transparent bridges 

* A Transparent bridge is a bridge in which the stations are completely unaware of
bridge’s existence.
* If a bridge is added or deleted from the system, reconfiguration of the stations is
unnecessary.
* According to IEEE 802.1d, a system equipped with transparent bridges must meet three
criteria.

1. Forwarding.
2. Learning.
3. Loops should not be present.

Learning Process 
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Loop Problem 
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SOURCE ROUTING BRIDGES 

* Alternate method to prevent Loops in the system with redundant bridges.
* Filtering frames is done by the source station, to some extent by the destination station
also.
* A sending station defines the bridges that the frame must visit.
* The frames contain not only the source and destination addresses, but also the addresses
of the bridges to be visited.
* The source gets the addresses through exchange of special frames with the destination
prior to sending data frames.
* Ex.- Token ring LANs

Bridges connecting different LANs 
Ex.- Ethernet LAN to a Wireless LAN 

* Frame Format.
* Maximum data size.
* Data rate.
* Bit order.
* Security.
* Multimedia support

TWO-LAYER SWITCHES 

* A Two-layer switch is a bridge with multiple ports and a design that allows better
performance.
* As a bridge, two-layer switch makes a filtering decision based on physical address of
the frame it received.
* It is more sophisticated – it can have a buffer to hold the frames for processing.
* Ex – Cut-through switches.
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ROUTERS or THREE-LAYER SWITCH 

* A ROUTER is a three-layer device that routes packets based on their logical addresses.
* A router normally connects LANs & WANs in the internet and has a routing table that
is used for making decisions about the route.
* the routing tables are normally dynamic and are updated using routing protocols.
** A Three-Layer switch is a router, but a faster and more sophisticated.

GATEWAY 

* A GATEWAY is normally a computer that operates in all five layers of the internet
model and seven layers of the OSI model.
* A Gateway takes an application message, reads it and interprets it – means it can be
used as a connecting device between two internetworks that use different models.
* A network designed to use the OSI model can be connected to another network using
the internet model.
* Gateways can provide security.

5. 2 BACKBONE NETWORK

* A Backbone network allows several LANs to be connected.
* The backbone is itself a LAN that uses a LAN protocol such as Ethernet.
* Different configurations of Backbone networks:

1. Star backbone.
2. Bus backbone.

Connecting Remote LANs with bridges 

1. Star Backbone 2. Bus Backbone
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A point-to-point link acts as a LAN without stations in a remote backbone connected by 
remote bridges. 

5.3 VIRTUAL LANs 

A switch using VLAN software 

Two switches in a backbone using VLAN software 

VLAN

1

VLAN

2

VLAN

3
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Recommended questions: 

1. What is the difference between a forwarding port and a blocking port?
2. What is the basis for a membership in a VLAN?
3. What is the difference between a bus backbone and a star backbone?
4. How does a VLAN reduce network traffic?
5. How is a hub related to a repeater?
6. How does a repeater extend the length of a LAN?
7. What is a transparent bridge?
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Unit 6: Hrs: 07 

Syllabus: 

Network layer, Logical addressing, IPv4 addresses, IPv6 addresses, IPv4 and IPv6 
transition from IPv4 to IPv6. 

Recommended readings: 

Text Book: Data Communication & Networking, B Forouzan, 4e, TMH 

Chapter 19 – page 549 to 572 
Chapter 20 – page 582 to 605 
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6.1 IPv4 Addresses 
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6.2 IPv6 Addresses 
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6.3 IPv4 protocol: 
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IPv4 Datagram format: 
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6.4 IPv6 Protocol 
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IPv6 packet format: 
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Comparison between IPv4 and IPv6: 
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Transition from IPv4 to IPv6: 
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Recommended questions: 
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Unit 7: Hrs: 06 

Syllabus: 

Delivery, Forwarding, Unicast Routing protocols, Multicast Routing protocols 

Recommended readings: 

Text Book: Data Communication & Networking, B Forouzan, 4e, TMH 

Chapter 22: Page 647 to 697 
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7.1 Delivery: 

Direct versus Indirect delivery 
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7.2 Forwarding: 
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7.3 Unicast Routing Protocols 
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1. Distance Vector Routing
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2. Routing Information Protocol (RIP)
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4. Path Vector Routing
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7.4 Multicast Routing Protocols 
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Recommended questions: 
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Unit 8: Hrs: 06 

Syllabus: 

Transport layer process to process delivery, UDP, TCP, Domain name system, 
Resolution. 

Recommended readings: 

Text Book: Data Communication & Networking, B Forouzan, 4e, TMH 

Chapter 23 – page 703 to 753 
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8.1 Process – to – process Delivery: 

* Real communication in the Internet takes place between two processes.
* Several processes may be running on both the source & destination host.
* A mechanism is required to deliver data from one of these processes running on the
source host to the corresponding process running on the destination host.
* The Transport Layer is responsible for process-to-process delivery.
* Two processes communicate in a client/server relationship.

Client/Server Paradigm 

* The most common method of achieving Process-to-Process delivery is Client/Server
Paradigm.
* A process on the local host, called a client needs service from a process usually on the
remote host, called a server.
* Both Client & Server have the same name.
* Local Host, Local Process, Remote Host, Remote Process must be defined for
communication.

Addressing 

* To choose among the multiple processes running on the Host, Port numbers are
required.
* The destination port number is needed for delivery, and source port number is needed
for reply.

Vtusolution.in

Vtusolution.in



Vtus
olu

tio
n.i

n

Computer Communication Networks  06EC71 

Vtusolution.in/Dept of ECE Page 106 

* In the Internet model, the port numbers are 16-bit integers: 0 to 65535.
* The client process defines itself with a port number, chosen randomly, called
EPHEMERAL (temporary) port number.
* The server process must also define itself with a port number, but not chosen randomly.
The server uses the Universal port numbers called WELL-KNOWN port numbers.

IANA ranges 

* WELL-KNOWN ports: The ports ranging from 0 to 1023 are assigned and controlled
by IANA.
* REGISTERED ports: The ports ranging from 1024 to 49, 151 are not assigned or
controlled by IANA. They can only be registered with IANA to prevent duplication.
* DYNAMIC ports: The ports ranging from 49, 152 to 65,535 are neither controlled nor
registered. They can be used by any process. These are the Ephemeral ports.

Socket addresses 

* A Transport layer protocol needs a pair of socket addresses: the Client socket address
and the Server socket address.
* The IP header contains the IP address & the UDP or TCP contains the port numbers.

Multiplexing & De-multiplexing 
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Multiplexing: 
* many-to-one relationship at the sender site.
* protocol accepts messages from different processes, differentiated by their assigned
port numbers.
* adds the header, & passes the packet to the network layer.

De-multiplexing: 
* one-to-many relationship at the receiver site.
* protocol accepts datagram from the network layer, checks errors, drops the header and
delivers each message to the appropriate process based on the port number.

Connectionless Vs Connection-oriented service 

Connectionless: 
* no connection establishment prior to the data transfer.
* the packets may be delayed or lost or may arrive out of sequence.
* Ex: UDP
connection-oriented:
* a connection is first established b/w the sender and the receiver, data are transferred and
then the connection is released.
* Ex: TCP, SCTP

Reliable Vs Unreliable 

Reliable: 
* Reliable protocol guarantees successful data transmission by implementing flow &
error control mechanisms
Unreliable:
* doesn’t guarantee successful data transmission. It doesn’t implement any error or flow
control mechanism

Vtusolution.in

Vtusolution.in



Vtus
olu

tio
n.i

n

Computer Communication Networks  06EC71 

Vtusolution.in/Dept of ECE Page 108 

USER DATAGRAM PROTOCOL (UDP) 

* Is called a connectionless, unreliable transport protocol.
* it doesn’t add anything to the services of IP except to provide process-to-process
communication instead of host-to-host communication.
* it performs very limited error checking.
* if a process wants to send a small message and doesn’t care much about reliability, it
can use UDP.

WELL-KNOWN port numbers for UDP 

Port Protocol Description 
 7 Echo Echoes a received datagram back to the sender 
 9 Discard Discards any datagram that is received 

  11 Users Active users 
  13 Daytime Returns the date and the time 
  17 Quote Returns a quote of the day 
  19 Chargen Returns a string of characters 
  53 Nameserver Domain Name Service 
  67 Bootps Server port to download bootstrap information 
  68 Bootpc Client port to download bootstrap information 
  69 TFTP Trivial File Transfer Protocol 
111 RPC Remote Procedure Call 
123 NTP Network Time Protocol 
161 SNMP Simple Network Management Protocol 
162 SNMP Simple Network Management Protocol (trap) 

User Datagram format 

* UDP packets, called user datagrams have a fixed-size header of 8 bytes.
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Source port number: 
* used by the processes running on the source host.
* it is 16-bit long: 0 to 65,535
* if the source host is client, the port number is an ephemeral port number requested by
process & chosen by UDP software running on the host.
* if the source host is server, the port number is an well-known.

Destination port number: 
* used by the processes running on the destination host.
* it is 16-bit long: 0 to 65,535
* if the destination host is client, the port number is an ephemeral port number requested
by process & chosen by UDP software running on the host.
* if the destination host is server, the port number is an well-known.

Total Length: 
* it is 16-bit long, defines the total length of the user datagram plus data.
* 16-bits can define a total length of 0 to 65,535 bytes, but the total length needs to be
much less, because a UDP datagram is stored in a IP datagram with a total length of
65,535 bytes.

Checksum: 
* used to detect the errors over the entire datagram.
* calculation & inclusion of the checksum in a user datagram is optional.
* if the checksum is not calculated, the field is filled with 1s.

UDP operation 

Connectionless service: 
* there is no connection establishment and no connection termination.
* each user datagram is an independent datagram, there is no relationship between the
datagrams even if they are coming from the same source process and destined for the
same process.
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* this means that user datagrams can travel on different paths.
* the user datagrams are not numbered

Flow and Error control: 
* UDP is very simple, unreliable transport protocol.
* there is no Flow & Error control.
* lack of flow control & error control means that the process using UDP should provide
these mechanisms.

Encapsulation & Decapsulation: 
* to send message from one process to another, the UDP protocol encapsulates and
decapsulates messages in an IP datagram.

Queuing

Queues at the client: 
* At the client site, when a process starts, a port number is requested, both the incoming
and outgoing queues associated with each process are created.
* queues opened by the client are identified by ephemeral port numbers.
* the queues function as long as the process is running, when the process terminates, the
queues are destroyed.
Outgoing queue at the client:
* client process sends the messages to the outgoing queue, UDP removes one by one
from the queue and adds the UDP header, delivers them to the IP.
* an outgoing queue may overflow, in that case OS can ask the client process to wait
before sending more messages.

Incoming queue at the client: 
* incoming messages for the client are delivered to the client process through the
incoming queue.
* all the incoming messages for one particular client program, whether coming from the

Outgoing 
queue 

Incoming 
queue 

Port 52000 
UDP 

Outgoing 
queue 

Incoming 
queue 

Port 13 
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same or a different server, are sent to the same queue. 
* if there is no such incoming queue, the user datagrams are discarded and notified to the
server by sending a port unreachable message.
* an incoming queue can overflow, in that case the UDP drops the user datagram and
asks for a port unreachable message to be sent to the server.

Queues at server: 
* at the server site, a server asks for incoming and outgoing queues using its well-known
port number, when it starts running.
* the queues remain open as long as the server process is running.
Incoming queue:

* when a message arrives for a server, UDP sends the received user datagram to the end
of the incoming queue.
* all the incoming messages for one particular server process, whether coming from the

same or a different client, are sent to the same queue.
* if there is no such queue, UDP discards the user datagram and asks ICMP to send a port
unreachable message to the client.
* an incoming queue can overflow, in case, the UDP drops the user datagram and sends
the port unreachable message to the client.

Outgoing queue at the server: 
* when a server wants to respond to a client, it sends messages to the outgoing queue.
* UDP removes one by one and, after adding the UDP header, delivers them to IP.
* an outgoing queue can overflow, in that case, the OS asks the server to wait before
sending any more messages.

Use of UDP 

* UDP is suitable for a process that requires simple request-response communication with
little concern for flow and error control.
* UDP is suitable for a process with internal flow and error control mechanisms. Ex. –
TFTP.
* It is a suitable transport protocol for multicasting.
* UDP is used for management processes such as SNMP.
* UDP is used for some route updating protocols such as Routing Information Protocol
(RIP).

TRANSMISSION CONTROL PROTOCOL 

* TCP is a connection-oriented, reliable transport protocol.
* it adds connection-oriented and reliability features to the services of IP.
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TCP services: 
i) Process –to –process communication:
* TCP provides process-to-process communication using the port numbers.
ii) Stream Delivery Service:
* TCP is a stream-oriented protocol – allows sending process to deliver data as a stream
of bytes and allows the receiving process to obtain data as a stream of bytes.

TCP Services 

Sending and Receiving buffers: 
* because the sending & receiving processes may not write or read data at the same
speed, TCP needs buffers for storage.
* two buffers for sending and receiving.
* one way to implement a buffer is to use a circular array of 1-byte locations.

Segments: 
* the IP layer, as a service provider for TCP, needs to send data in packets, not as a
stream of bytes.
* at the transport layer, TCP groups a number of bytes together into a packet called a
Segment.
* TCP adds a header to each segment and delivers to the IP layer.
* the segments are encapsulated in the IP datagram and transmitted.
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iii) Full-Duplex Communication:
* TCP offers full-duplex service, in which data can flow in both directions at the same
time.
iv) Connection-oriented service:
* when a process at site A wants to send and receive data from another process at site B,
the following occurs.

1. the 2 TCPs establish a connection between them.
2. data are exchanged in both directions.
3. the connection is terminated.

v) Reliable service:
* it uses an acknowledgement mechanism to check the safe and sound arrival of data.

TCP Features 

i) Numbering system:
BYTE NUMBER:
* the bytes of the data being transferred in each connection are numbered by TCP.
* the numbering starts with a randomly generated number.
SEQUENCE NUMBER
* after the bytes have been numbered, TCP assigns a sequence number to each segment
that is being sent.
* the sequence number for each segment is the number of the first byte carried in that
segment.
ACKNOWLEDGEMENT NUMBER
* each party uses an acknowledgement number to confirm the bytes it has received, i.e.,
acknowledgement number defines the number of the next byte it expects to receive.
* the acknowledgement numbers are cumulative.

ii) Flow Control:
* the receiver of the data controls the amount of data that are to be sent by the sender.
* the numbering system allows TCP to use a byte-oriented flow control.
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iii) Error Control:
* to provide reliable service, TCP implements an error control mechanism.

iv) Congestion Control:
* the amount of data sent by a sender is not only controlled by the receiver, but is also
determined by the level of congestion in the network.

TCP Segment format 

* the segment consists of a 20- to 60- byte header, followed by data from the
application process.

i) Source port address:
* a 16-bit field that defines the port number of the application program in the host that is
sending the segment.
ii) Destination port address:
* a 16-bit field that defines the port number of the application program in the host that is
receiving the segment.
iii) Sequence number:
* a 32-bit field defines the number assigned to the first byte of data contained in the
segment.
iv) Acknowledgement number:
* a 32-bit field defines the byte number that the receiver of the segment is expecting to
receive from the other party.
v) Header Length:
* this 4-bit field indicates the number of 4-byte words in the TCP header. The value of
this field can be 5 to 15.
vi) Reserved:
* this 6-bit field reserved for future use.
vii) Control:
* this field defines 6 different control bits or flags. One or more of these bits can be set at
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a time. 
* these bits enable flow control, connection establishment and termination, connection
abortion, and the mode of data transfer in TCP.

Flag Description 

URG The value of the urgent pointer field is valid. 

ACK The value of the acknowledgment field is valid. 

PSH Push the data. 

RST The connection must be reset. 

SYN Synchronize sequence numbers during connection. 

FIN Terminate the connection. 
viii) Window size:
* this 16-bit field defines the total size of window, in bytes, that the other party must
maintain. The maximum size of the window is 65,535 bytes.
* this value is normally referred to as the receiving window and is determined by the
receiver. The sender must obey the dictation of the receiver in this case.
ix) Checksum:
* 16-bit field contains the checksum, and its inclusion in TCP is mandatory.
x) Urgent pointer:
* this 16-bit field, which is valid only if the urgent flag is set, is used when the segment
contains urgent data.
* it defines the number that must be added to the sequence number to obtain the number
of the last urgent byte in the data section of the segment.
xi) Options:
* there can be up to 40 bytes of optional information in the TCP header.

TCP connection 

* a connection-oriented transport protocol establishes a virtual path between the source
and destination.
* all the segments belonging to a message are then sent over this virtual path.
* using a single virtual pathway for the entire message facilitates the acknowledgement
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process as well as transmission of damaged or lost frames. 
* In TCP connection-oriented transmission requires three phases:

1. Connection Establishment
2. Data Transfer
3. Connection Termination

Connection Establishment 
* The connection establishment in TCP is called Three-way Handshaking.

Data Transfer 

  A 

Ack: 15001 

Seq:8000 

  A    S 

ack: 8001 

Seq:15000 

  A    S 

Seq:8000 

A: ACK flag 
S: SYN flag 

Active open 
Passive open 

SYN 

SYN + ACK 

ACK 
Time Time 

Client Server 

* Simultaneous open
* SYN Flooding attack

        A  P 

Ack: 15001 

Seq:8001 

A: ACK flag 
P: PSH flag 

Time Time 

Client Server 

Data: bytes 8001 – 9000 

        A  P 

Ack: 15001 

Seq:9001 

Data: bytes 9001 – 10000

        A  P 

Ack: 10001 

Seq:15001 

Data: bytes 15001 – 17000 

        A 

Ack: 17001 

Seq:10000 
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Connection Termination 

* Any of the two parties involved in exchanging data can close the connection.

        A 

Ack: y+1 

Seq:X 

        A  F 

ack: x+1 

Seq:y 

        A  F 

Ack: y 

Seq:x 

A: ACK flag 
F: FIN flag 

Active close 

Passive close 
FIN 

FIN + ACK 

ACK 
Time Time 

Client Server 
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Recommended questions: 
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